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HMHPOPMAIIMOHHAS ITAMSATKA
JUIA OBYYAIOLIUXCS IS PASMEILEHUW S
HA OOUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXkIbIM I'0JIOM MOJIOJIEKHM B MHTEPHETe CTAHOBUTLCS 0OJIbILE, a HIKOJIb-
HUKH OJIHH M3 CaMblX aKTUBHBIX IoJib30Barenei Pynera. Mexay tem, momMumo
OrPOMHOI0 KOJIM4YECTBA BO3MOKHOCTEH, MHTEPHET HeceT U npobeMbl. DTa namsr-
Ka JIOJIKHA TOMOYb TeOe Oe3011acH0 HaXOUTLCS B CETH.

KoMIibloTepHbie BUPYChI

KomIibtoTepHbiii BUpYC - 9TO Pa3sHOBHM/IHOCTL KOMIBIOTEPHBIX IPOIpPaMM,
OTJIMYHUTENILHOH 0COOEHHOCTBIO KOTOPOH sABIISACTCS CIIOCOOHOCTH K Pa3MHOKEHHIO.
B nononHenne K 3TOMYy, BUPYChl MOI'YT [OBPEAMTH WM MOJHOCTBIO) YHUYTOKHUTH
Bce Gaiiibl U JaHHbIE, NOJAKOHTPOJIbLHBIC MOJL30BATENIO, OT HMCHH KOTOPOro Oblia
3aMylleHa 3apaKeHHasi MporpaMma, a TakKe IMOBPEAUTb WIIM JlaXKe YHMYTOKHUTH
ONEepallMOHHYIO CUCTeMy cO BceMmH (aitiamu B ueisom. B GonbumHeTBe Cliyyaes
pacrpoCTPaHsiOTCS BUPYChl Yepe3 HHTEPHET.

MeTo/1b! 3aLUThI OT BPEJAOHOCHBIX [IPOIPAMM:

1. Ucnonp3yii coBpeMeHHbIE ONEPALlMOHHbIC CHCTEMbl, UMCIOLIHUE Cepbes3-
HBII YPOBEHb 3alLUThl OT BPEOHOCHBIX ITPOrpaMM;

2. IlocTtosiHHO ycTaHaBiuBail 1ayty (UUQPOBbLIC 3aIUIATKH, KOTOpbIE aBTO-
MaTHYECKH YCTAHABIMBAIOTCS C LEJIbI0 A0pabOTKH MPOrpaMMbl) U JIpyrue 0OHOB-
JeHus cBOel onepauudoHHONH cucreMbl. CkaduBail MX TOJNBKO ¢ O(GUUMAIBLHOIO
caita paspaborunka OC. Eciin cywecTByeT pekuM aBTOMATH4YeCKOro oOHOBIIE-
HUSl, BKJIIOYH €r0;

3. PaGoraii Ha cBOeM KOMIILIOTEPE [10)1 [TpaBaMu [10J1b30BaTE/Isl, a He aMHU-
HUCTpaTopa. ITO HE MO3BOJIMUT 60Jll)lllMllC'l‘By BPC/JIOHOCHbIX TpOI'paMmM HHCTAIHN-
pOBaThLCS Ha TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Ucnonb3yit aHTUBUPYCHBIE [POIPAMMHBIE [POYKTbI M3BECTHBIX MPOU3-
BOJIMTEJICH, C aBTOMATHYECKHM 00HOBJIECHUEM 0a3;

5. Orpanuyb GU3UYECKUHA JIOCTYII K KOMIIBIOTEPY JUISi IOCTOPOHHUX JIMLL

6. Mcnonp3yi BHEUIHME HOCHTENM MHpOpMaLMK, Takue Kak (ielika, JucK
UM (aia U3 MHTEPHETA, TOJBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBail KoMIblOTEPHbIE (Daiiibl, MOJYyUYEHHbIC M3 HEHAIEKHBIX MC-
TOYHHKOB. Jlaxke Te ¢ailibl, KoTOpble NpHcIal TBOH 3HaKkoMbli. Jlydiue yTounu y
Hero, OTIIPaBJIsJ JIM OH Tede UX.

Ceru WI-FI

Wi-Fi - 910 He BUJI 1lepe/jlaun JaHHbIX, HE TeXHOJIOrUs, a BCEro JUllb OpeH,
mapka. Eme B 1991 roay HuaepiasjcKas KOMIIAHUA 3aperucrpuposaia OpeHj



"WECA", yro obosna4ano ciosocoyeranue "Wireless Fidelity", koropsiii nepe-
BOJUTCS Kak "OecrpoBo/iHast TOYHOCTR" .

Jlo naiero Bpemenu jloua jipyras abopeBuarypa, KoTopas sSBJISeTCsi TaKoH
)Ke TexHojorueit. Jro abbpesuarypa "Wi-Fi". Takoe na3zsanue ObLIO JaHo ¢
HAMEKOM Ha CTaHJapT BbICUIeH 3B8yKoBOH Texuuku Hi-Fi, 4yto B nepesoje o3naya-
eT "BbICOKAsi TOYHOCTR" .

Jla, GecruiatHelit UHTEpHET-A0CTYI B Kade, OTelsX U ajdporioprax sBiseTcs
OTJIMYHONH BO3MOXKHOCTHIO BbIXO/a B MHTepHeT. HO MHOrMe JKcleprbl CUMTAIOT,
yro odwenocrynuele Wi-Fi cetn ne siBistiorest 6e30macHbIMH.

Cogertsl 110 6e3onacHocTi padoTel B 00mesocTynubix cersax Wi-fi:

1. He nepeaasaii cBoio a1n4Hyto uHpopmaimio yepes oodueocrynmbie Wi-Fi
ceTd. PaboTas B HUX, JKeaTe/IbHO HEe BBOJAMTH 11apOJIM JIOCTYIIA, JIOTMHBl U KaKue-
TO HOMEDA;

2. Ucrnonb3yi 1 0OHOBIISAH aHTUBUPYCHbIE IporpaMmbl M Opanjmayep. Tem
cambIM Tbl 00e30nacuulb cedst OT 3aKa4KH BUPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBanun Wi-Fi orkmoun Gynkuuio "O0uwmii joctyn K ¢aii-
nam ¥ npuHrepam". Jlannas QyHKUMS 3aKpbiTa 110 YMOJIYAHUIO, OJIHAKO HEKOTO-
pbl€ MOJIL30BATEIN aKTHBUPYIOT €e Juld Y100CTBa UCII0/Ib30BaHus B pabdore uim
yuebe;

4. He wucnonssyid nyonuunsii WI-FI juis nepejauu JIMYHBIX JIaHHBIX,
HarpuMep JUIs BbIX0/1a B COIMAIIBHBIC CETH MJIM B JICKTPOHHYIO [104TY;

5. Ucnonw3yi Tonbko 3amuuientnoe coeauuenue yepes HTTPS, a ne HT'TP,
T.€. npu Habope Beb-ajpeca BBOAM UMEHHO "https://";

6. B moOmibHOM Tenedone orkinoun Gyuxuuio "loakmouenue k Wi-Fi as-
tomatnueckn". He normyckall aBToMaTuyuecKoro HoJAKIIOYEHUs YCTpoiicTBa K ce-
smM Wi-Fi Ge3 TBoero cornacus.

CoumanpHble ceTH

ConuanbHbIC CETH aKTHBHO BXO/AT B HAILLY JKHU3Hb, MHOI'ME JIIOAM padoTator
1 JKUBYT TaM IOCTOAHHO, a B Facebook yike 3aperucrpupoBan MUILIMAP/L Y€IIOBEK,
YTO SIBJISICTCH OJHOM CeJAbMOH BCEX KHUTEJICH [1aHeThl. MHOIME 110J1b30BaTE/IN HE
[IOHUMAIOT, 4TO MH(OpMaLMs, pasMeIleHHass UMH B COLMAJIBHBIX CETAX, MOKET
ObITH Haifmeﬂa “U MCII0JIB30BaHa KeM YIo/JHO, B TOM 4HCJIC HE o0s3areabno ¢ OJia-
'MMM HaAMEpeHHSIMH.

OcHoBHBIE COBETBI 110 OE3011ACHOCTH B COLUMAIbHBIX CETAX:

1. Orpanunub crucok Jpy3ed. Y 1eds B JIpy3bsiX He JIOJKHO ObIThL Cilyvai-
HBIX ¥ HE3HAKOMbIX JIIOJICH;

2. 3ammuiait cBOKO YacTHYIO Ku3Hb. He ykasbisai naposiu, rejaeoubl, ajape-
ca, JlaTy TBOEI'O POXKACHUS U APYIYIO JUUHYI0O MH(OPMALHMIO. 310yMbIIIJICHHUKH
MOT'YT MCII0JIb30BaTh Jlake HH(OPMALMIO O TOM, KaK Thl U TBOH POJMUTEIH IJIaHH-
pyeTe MpoBeCTH KaHUKYJIbI;

3. 3amumaii cBOIO peryTanuio - JIepKU ee B YUCTOTe M 3ajasaii cebe Bo-
npoc: xores Obl Thbl, 4TOOLI JPYrue MoJb30BaTe]IM BUIACIM, YTO Thbl 3arpyKaecilb?
[Toaymait, npexae yem 4ro-10 01yOJIMKOBAThL, HAIIMCATDL U 3aIPY3UTh;



4. Ecaun Tbl rOBOPUILL € JIIOJIBMH, KOTOPLIX HE 3Haelllb, He UCI0JIb3YI CBOE
pealbHOe MMs U APYTYIO JMYHYI0 HHPOPMALMK: UMS, MECTO KUTEIBCTBA, MECTO
y4eObl U npouee;

5. U36eraii pasmentenus gororpaduit B Uurepuere, riae Tl H300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO ONPEIC/IHTHL TBOC MECTOINOIOKEHUE,

6. Ilpu perucTpauuyu B COLMAIBLHON CETH HEOOXOAMMO HCIIOJIB30BAThH CII0K-
HbI€ MapOJIH, COCTOALIME W3 OyKB M LIH(P U C KOJIMYCCTBOM 3HAKOB He meHee §;

7. JIns conmanbHOM cerTH, oYThl M JIPYrHX caiToB HEOOXOAHMO HCII0JIbL30-
BaTh pasHble napoyiv. Torza ecau Teds B3JIOMAIOT, TO 3J0YMBILIJICHHUKHY 110J1y4aT
JOCTYII TOJABKO K OJIHOMY MECTY, @ He BO BCe cpasy.

DNEKTPOHHBIE JICHBIH

DIIeKTPOHHBIE JICHbI'H - 9TO O4YeHb Y100HbIH cr1ocol rarexei, 0/iHaKo Cy-
IIECTBYIOT MOILEHHHUKH, KOTOPbIE XOTST HOJIYYHU T ITH ACHbIH.

DICKTPOHHBIC JICHBIM 1105BHJIMCH COBCEM HEJI@BHO M MMECHHO M3-3a 3TOI0 BO
MHOI'MX I'OCY/1apCTBax JI0 CUX I10p HE IPOIKMCAHO [P0 HUX B 3aKOHAX.

B Poccuu ke oHM (PyHKIIMOHHPYIOT M O HUX YK€ MPOINUCAHO B 3aKOHE, I/e
MX pas/IesAloT Ha HECKOJIbKO BH/OB - AHOHMMHbIC M He aHOHMMHbIe. PazHuua B
TOM, YTO AaHOHHMHBIE - ITO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTh onepaiuu 6e3
HIeHTH(HHUKALMN 110J1b30BaTE/sl, @ B HEAHOHUMHBIX WICHTH()UKALMS 110J1b30BaTEIs!
SIBJISICTCSI 00s13aTEIIbHOM.

Takxe ciiejlyeT pazimyarh NEKTPOHHbIE (pUaTHbIE JICHBIW (PaBHBI roCyap-
CTBEHHBIM BaIlOTaM) M 2JIEKTpoHHbICe Heduaruble ACHbLIM (HE paBHBLI rocynap-
CTBEHHBIM BajlOTaM).

OcHoBHble coBeTbl 110 Oe30nacHoi padoTe ¢ ICKTPOHHBIMU JICHLIAMM:

1. IMpuBsiku kK cyety MOOH/IBbHBIH Tesnedon. DTo camblil ya100HbIH U ObICT-
pbIii crroco0 BOCCTaHOBHUTH JOCTYM K cyery. [IpuBssanubiii Tesnedon nomoxer, ec-
a4 3a0yjiellb CBOM ILIATEKHbLIA 11ap0Jib WIIM 3aijiellb Ha CalT ¢ HE3HAKOMOI'0
yCTpoOHCTBa;

2. Ucnonb3yi ojHopa3osble napoid. [locie nepexo/ia na ycuiiennylo aBro-
pusauuio Tede yxe He OyJeT yrpokarh OlaCHOCTL KPaKu MIIK [1epexBara 1iarex-
HOT'O NapoJis;

3. BpiGepu cnoxubiii naposb. llpecrynnukam Oyaer He npocTo yrajaarb
CJIOKHBIN napoJib. Hanexubie naposiu - 910 1apoJii, KOTopblie CojiepKar He MeHee
8 3HAKOB M BKJIIOYAIOT B ceOsi CTPOUYHBIE U IPONHUCHbBIE OYKBBI, IIU(PPbI U HECKOJIb-
KO CHMBOJIOB, TaKMe KaK 3HaK Jojuiapa, QyHTa, BOCKJIMUATEAbHBIA 3HAK M T.IL.
Hanpumep, $tROng!;:

4. He BBOJAM CBOM JIMYHbIC JIAHHBIE HA CalTax, KOTOPBIM HE JIOBEPACUIb.

DNEeKTPOHHAs 11o4Ta

DNEKTPOHHAsS 1104Ta - ITO TEXHOJIOIMS W [IPEJIOCTABISCMbIC €10 YCIYTH 110
[IepechlIKe U IOJYUYEHHUIO 2JIeKTPOHHBIX COODIIEHMI, KOTOpbIE pacipe/ie/sorcs B
KOMIBIOTEPHOM ceTH. OOBIYHO ICKTPOHHBIA 1TOYTOBBIA SUIUK BLIIISAUT ClIE/y-
IOIMM 00pasoM: UMs_ToJp30BaTess(@ums_JjlomMeHa. Takke Kpome repejadyu 1npo-
CTOr0 TEKCTa, UMEeTCs BO3MOKHOCTD epe/laBarh (paibl.

OcHOBHbIE COBETHI 110 0€3011aCHOI padoTe ¢ IEKTPOHHOH 1104 TOH:



1. Hajo BbiOparh npaBuiibHbli 1104TOBBIA cepBuc. B uHTepHeTe ecTb
OrpOMHBIH BBIOOP O€CIUIATHBIX MOYTOBBIX CEPBUCOB, O/IHAKO JIyUllle JI0BEPATDL TEM,
KOI'0 3Haellb U KTO MepBbIii B peiHTHHIE;

2. He ykassiBaii B 1M4HO# noute JH4uHyI0 uupopmaumio. Harpumep, jyuuie
BbIOpaTh "My3bIKaJbHbIH_(panar@" uin "pok2013" Bmecro "remal3";

3. Mcnonb3yil JABYXITAlHYIO aBTOPH3AlMIO. DTO KOIjla MOMMMO [apoJis
HY’KHO BBOJIMTH KOJI, IpHCHLIaeMbIi 110 SMS;

4. BpiOepu c10xkKHbIN 1apoib. [l1s Kak/10r0 MOYTOBOI'O SILMKA JL0JIKEH ObITh
CBOH HAJICXKHBIN, YCTOMYUBBLIN K B3JIOMY 1ap0Jib;

5. Eciv ecThb BO3MOXKHOCTBH HAIlMCaThb CamMOMYy CBOH JIMYHBIA BOIIPOC, HC-
110JIb3YH 3TY BO3MOKHOCTD;

6. Mcnonp3yit HECKOJILKO 1oyToBbIX suukos. [lepsbiii Ui yacTHOR nepe-
IMUCKH C azpecaTaMH, KOTOPLIM Thl JOBEpsieilb. DTO IEKTPOHHBIN aJIpec He HA/l0
MCII0JIb30BaTh IPU perucTpaluu Ha GopyMax U cairax;

7. He orkpsbiBaii dailiibl 1 Apyrue BIOXKEHUs B NUCbLMAX, Jaxe ecju OHH
MPULUIA OT TBOMX JApy3eil. Jlyduie yroyHu y HUX, OTIPABISIN JIM OHU Tede ITH
baitibl;

8. Ilocne oxonuanusi padoTbl HAa [OYTOBOM CEpBHCE I[Epejl 3aKpbITHEM
BKJIQJIKH C caiiToM He 3a0y)ib HaxaTh HA "Beiiitu".

KubepOy /utHHI MK BUPTYalIbHOE U3/I€BATE/ILCTBO

KubepOysuuur - npeciejioBaniue coOOLECHUSIMH, COLEpKAILUMU OCKopOJIe-
HUSl, arpecCculo, 3aryruBaHue; XyJIMraHcTBO; ColMalibHOe DOMKOTHpOBAHUE C T10-
MOILBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbI 110 Ooprde ¢ KHdepOyIINTHHIOM:

1. He Opocaiicsi B 60ii. JIyquuii cioco6: nocoBeToBaThesi Kak ceOs BECTH H,
€CJIM HeT TOro, K KOMy MOKHO OOpaTUTBLCH, TO BHa4yale YCHOKOMTbCH. Eciau Thi
HaYyHellb OTBeYaTb OCKOPOJICHMSIMH Ha OCKOpOJIEHMs, TO TOJILKO eule Oosiblie
pazoioKelllb KOH(IHKT;

2. Ynpansi cBoeit kubepperyrauuei;

3. AHOHUMHOCTH B ceTH MHHUMas. CyuecTByioT crnocoObl BbISCHUTb, KTO

CTOUT 3a aHOHHUMHBIM aKKayHTOM]
4. He crout BectH Xymnuranckuii obpa3 supryanbnoi xusnu. Murepner

buKcHpyeT Bce TBOM JACHCTBHS M COXpaHsieT MX. YauuThb ux Oyjer kpaiHe 3a-
TPYAHHUTEIILHO;

5. Cobumoaai CBOXO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. UrHopupyit euHu4YHbIi HeraTus. OJIHOpa30Bble OCKOPOMTE/IbHbIE CO00-
IIeHUs Jiyylie Uraopuposarb. OObIYHO arpeccus npekpaiaercs Ha HadajlbHOH
CTa/lMM;

7. ban arpeccopa. B nporpammax oOMeHa MI'HOBEHHbIMHM COOOLIEHUAMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTEL OJIOKHPOBKH OTIIPABKM COOOLIEHHMI ¢ Olpe-
JIeJIeHHBIX a/IpecoB;

8. Ecin TBI cBuaerens kubepOyuinura. TBou JAeHCTBUS: BBICTYIIUTL [IPOTUB
npeciiejloBare’isi, 10Ka3aTh €My, YTO ero JAeHCTBUS OLEHUBAIOTCA HEraTUBHO, 110/1-
JepKaTh KEePTBY, KOTOPOH HYKHA ICHUXOJIOIMYECKas 1OMOIb, COOOLHMTHL B3pOC-
JBIM O (haKTe arpecCUBHOIO MOBEICHUS B CETH.



MoOunbnbI# TEnedoH

CoBpemMenHtble cMapT(OHBI U IUIAHILETBI CO/IepXKaT B cede BIIOJIHE B3POC/IbIi
(QyHKIHOHAJ, U Terepb OHU MOI'YT KOHKYPUPOBATH CO CTALMOHAPHBIMHU KOMIIbIO-
Tepamu. OJIHAKO, CPE/ICTB 3alMThI /Ul 110J00HBIX YCTPOMCTB 110KA OYeHb MAJIo.
TectupoBanue u nMouck ys3BUMOCTEH B HUX IPOMCXOMMT HE TAK HHTEHCHBHO, KaK
s TIK, To e camoe Kacaetcst 1 MOOMIIBHBIX IIPUIIOKEHUH.

CospemeHHble MOOWIIbHBIC Opay3epbl yikKe NPakTHYeCKH JOTHAIN HACTOJb-
HbIE aHaJIOrM, OJIHAKO pacluMpeHue (QyHKUMoHala Bieder 3a coboit 00JibLIYIO
CJIOKHOCTH M MEHBUIYIO 3aLIMUIEHHOCTb.

Jlaneko He BCe NpOM3BOAMTENIM BblIlYCKalOT OOHOBIECHMS, 3aKpbIBarOlUe
KPUTUYECKHE YSA3BUMOCTH /ISl CBOUX YCTPOHCTB.

OcHoBHbIe coBeTbl JUIst 0€3011aCHOCTH MOOUIBLHOIO TesedoHa:

Huuero ne ssisiercs no-uacrosiuemy OecruiatibiM. By octopokeH, Bejib
koraa tebe npejurarator GecriaTHbI KOHTEHT, B HEM MOI'YT ObITh CKPbIThI KaKue-
TO IUIATHBIE YCIIYTH;

Jlymaii, npexze yem ornpaButs SMS, doro wim Bujgeo. Thl TOUHO 3HaClIb,
riae oHu OyJyT B KOHeYHOM HrTore?

HeoOxo01umM0 00HOBIISITH ONEPAIMOHHYIO CUCTEMY TBOCIO cMapT(oHa;

Mcrnone3yit aHTUBHPYCHBIE IPOrPpaMMbl JUisi MOOMIIbHBIX TeJ1e(hOHOB;

He 3arpyxali npuiIoKeHHs OT HEM3BECTHOI'O MCTOYHHMKA, BE/b OHM MOIYT
cojiepXkaTh BPEJOHOCHOE [IporpaMmHoe odecrieuenue;

[Tocne Toro kak Thl BbliCLIb C caifTa, rJ1e BBOAMI JIMYHYIO MHPOPMALMIO,
3aliu B HacTpoiku Opaysepa u yaanu cookies;

[Tepuoamyecku npoBepsiit, Kakue IJIaTHbIC YCIYI'M aKTUHBMPOBaHbl HA TBOEM
HOMEpE;

Jlasaii cBoii HomMep MOOMJILHOIO TesieoHa TOJNBLKO JIHOIAM, KOTOPBIX Tbl
3Haellb U KOMY JIOBEpsEILb;

Bluetooth nosmken ObITh BBIKIIOUYEH, KOIJA Thl UM He nojib3yewnes. He 3a-
ObIBail MHOTI/1A IPOBEPSATH ITO.

Online urpsl

CoBpeMeHHble OHJIAHH-UIPBI - 9TO KpPaco4Hble, 3aXBaTbhIBaIOLIME pa3Biicye-
HUsl, 00BEJIMHSIONIHE COTHH TBICSAY YeJIOBEK 110 Bcemy mupy. Mrpoku uccienyior
JAHHBIA UM MUp, OOLIAIOTCS JIPYT C JIPYTOM, BbIIOJHSIOT 33/laHus, CpakaloTcs ¢
MOHCTPAMH M MOJIYYalOT OIBIT. 3a YAOBOJBLCTBME OHHM ILIATST: HOKYIAIOT JIMCK,
OIUIaYMBaOT A0OHEMEHT MJIM IPHOOPETAIOT KAKHEe-TO OIIIHH.

Bcee aTu cpejierBa HlyT Ha MO/ICpKAHUE U Pa3BUTHE UIPbI, @ TAKIKE HA camy
6e301acHOCTb: COBEPLICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMM, BBIITYCKAIOTCS HOBBIC
natyd (LMGpPOBBIC 3aILIATKH JUIsl [IPOIPAMM ), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B noxoGHbIX Mrpax CTOMT oOracarbcsi He CTOJILKO CBOMX COINEPHHUKOB,
CKOJIbKO KpaXkd TBOEro IapoJjsi, Ha KOTOPOM OCHOBAaHa CHUCTEMa aBTOpU3alluu
OO0JILILIMHCTBA UIP.

OcHOBHBIE COBETBI 110 OE30MaCHOCTH TBOEI'O UIPOBOI'O AKKAayHTa:

1. Ecin apyroit urpok Bejier cels Maoxo WM co3jaer tede HeNpHUATHOCTH,
3a0JI0KMpPYH €ro B CIIUCKE UIPOKOB;



2. Ioxany¥icst aIMUHUCTPATOPAM UIPbl HA IUIOXOE MOBEJAECHHE HTOIO MIPO-
Ka, JKeJIaTeIbHO MPHIIOKHUThL KAKHE-TO /I0Ka3aTe/IbCTBa B BU/IC CKPUHOB;

3. He ykaszbiBaii tuunyio uugopmanuio B npodaiiiie urpbl;

4. Ypaxal JIpyrux y4aCTHUKOB 10 UIpe;

5. He ycranaBinuBai Heo(UIMAIBHBIC [1aTYH U MOJLbI;

6. Ucrionb3yi ciloKHble U pasHble apoiu;

7. Jlaxke BO BpeMs MI'pbl HE CTOMT OTKJIO4YaTh aHTuBMpyc. lloka Thl mrpa-
ellb, TBOH KOMIBIOTEP MOI'YT 3apa3uTh.

(DUUIMHI UM Kpaka JIMYHBIX JaHHbIX

OOGbIYHOM Kpakel /ICHer U JIOKYMEHTOB CCI'OJ/IHS YK€ HUKOIO HE Y/IMBHILb,
HO C pa3BHUTHEM HMHTEPHET-TEXHOJOIMH 3JI0YMBIILICHHHUKHA [IEPEMECTHIUCH B MH-
TEpPHET, U MPOJ0JIKAIOT 3aHUMAThCA "THOOMMBIM" JICJI0M.

Tak nosiBUIach HOBas yrposa: MHTEPHET-MOUICHHHYECTBA WM (UILUHL,
riaBHas Le/lb KOTOPOro COCTOUT B IOJYYEHUH KOH(DUICHIMANIBHBIX JIAHHBIX [10J1b-
30Baresied - JIoruHoB U naposieid. Ha anrnuiickom sspike phishing uuraercs kak
Gumnnr (o1 fishing - puibuast josis, password - naposis).

OcHoBHbI€ coBeTLI 110 OoprdE ¢ GUIIMHIOM:

1. Cieam 3a cBOMM akkayHTOM. Ecim Tbl 11003peBacuib, YTO TBOsS aHKETa
Oblla B3JI0MaHa, TO HEOOXO0AUMO 3a0JIOKMPOBAThL €€ U COOOLIUTh aIMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yi Ge3onacHble BeO-CaUThbI, B TOM 4UCIIC, HHTEPHET-MArasuHoOB U
MOMCKOBBIX CUCTEM;

3. Ucnone3yi cioxuble U pasHbie napoiau. Takum oOpazom, eciu Teds
B3JIOMAIOT, TO 3JI0YMBILUICHHUKY 110JIy4YaT OCTYII TOJIBKO K OJIHOMY TBOEMY [1pO-
(U0 B CETH, @ HE KO BCEM;

4. Ecinu tebs B3/10Mald, TO HEOOXOAMMO TIPE/LYIPE/IMTh BCEX CBOMX 3HAKO-
MBIX, KOoTOpble J00aBieHbl y Te0s B JIpy3bsiX, O TOM, UYTO TeOs B3JIOMaU M, BO3-
MOJKHO, OT TBOEro UMeHH OyJeT pacCchlIaThCs CIaM U CChUIKH HA (DUIUMHIOBBIC
CauThl;

5. Ycranosu HajexHbii naposis (PIN) na MoOuibHbIN TenedoH;

6. OTkmoun coxpaHeHue napoJs B 6paysepe;

7. He orkpbiBail ¢aiiibl ¥ JIpyrue BJIOKEHHA B IHMCbMax, Jax)e €Ciid OHHM
MPUILIA OT TBOMX Jipy3ei. Jlydwie yro4Hu y HMX, OTIPABISUIA JM OHM TeOe 91U
(haipl.

[ludposas penyrarus

[ludposas peryranusi - 9T0 HEraTUBHAS WM [MO3UTHBHAS MH(OpMAIHA B
cet 0 Tebe. Kommnpomerupyrowas urdopmalius, pazMellentas B MHTepHeTe, Mo-
JKET cepbe3HbIM 00pa3oM OTPa3UTLCS Ha TBOCH peasibHOMN xu3Hu. "Lludposas pe-
mytanus" - 9TO TBOM UMUK, KOTOpbIH hopmupyercs u3 uHdopmauuu o tebe B
MHTEpHETE.

TBoe MecTO KUTENILCTBA, yuyeObl, TBOE (PMHAHCOBOE I10JI0KEHHE, 0COOEHHO-
CTH XapakTepa W pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCH B CETH.

MHOr#e 1oJApPOCTKH JIEIKOMbICIICHHO OTHOCSTCS K IyOJMKALMK JMYHON HH-
¢dopmauuu B MuTephere, He MNOHMMas BO3MOKHBIX [OCHCACTBHA. Thl jlake HE



CMOJKeLIb J10razaThes 0 ToM, 4To ororpadus, pasmelieHHas 5 jJer Hazajl, craja
PUYMHON OTKa3a NpuHsITL TeOst Ha pabory.

Kommenrapuu, pasmeutenue tBoux dororpaduii u gpyrue AeHcTBUs MOI'YT
HEe MCYEe3HYTh Jaxe I10CJIe TOro, Kak Thl UX yJalullb. Tbl HEe 3Haeulb, KTO coxpa-
HHJI 9Ty MH(OPMALHIO, 11011414 JIM OHA B IIOMCKOBBIC CHCTEMbI MU COXPAaHMJIACh JIU
OHa, a rJ1aBHOEe: 4TO MOAYMAIOT 0 Tebe OKpYIKalolUe JII0/M, KOTOpbIe HAWAYT U
yBuasT 3to. Haiitu undopmaiimio MHOro JieT crycrtsi cMoxKeT J1000# - Kak 13 J100-
pbIX MOOYXKJAECHUH, TAK U ¢ HAMEPEHUEM [PUUHUHHUTL BPed. DTO MOKeT ObITh KTO
YTO/HO.

OcHOBHbBIE COBETBI 110 3aUMTe HPPOBOH peryTauuu:

1. IToaymaii, npexzae yem 4To-To MyOoIMKOBaTh U nepejasars y ceds B Osore
HJIM B COLIMAJIBHOM CETH;

2. B nHactpoiikax npoduisi yCTaHOBH OrpaHHUYEHHUs HA MPOCMOTP TBOEro
npoduiIst ¥ ero CoAepKUMOro, cjeiail ero Tobko "uis apyseit';

3. He pasmeniail 4 He ykasbiBail HH(POpMALMIO, KOTOpasi MOXKET KOro-jiubo
ockopOJIsiTL MilM 00MIKaATD.

ABTOpPCKOE IPaBo

CoBpemeHHbIC LIKOJBLHUKM - AKTUBHBIC 110Jb30BATC/IM LMU(POBOro Mpo-
cTpancTBa. OHAKO JAJICKO HE BCE 3HAIOT, YTO 110Jb30BAHME MHOIUMHU BO3MOKHO-
cTaAMH 1UppoBoro Mupa tpedyer coOoAeHus [IpaB Ha MHTELIEKTYalIbHYIO CO0-
CTBEHHOCTb.

Tepmun "unreiniexryanbHas COOCTBEHHOCTD" OTHOCUTCS K Pas/IMYHBIM TBO-
PEHHMSM YeJIOBEYeCKOIro yMa, HauMHas C HOBbIX M300peTeHuil W 3HaKOB, 0003HAa-
4aloIMX COOCTBEHHOCTL HA LIPOJYKTBI M YCIIYI'M, M 3aKaH4uuBasi KHUIamu, ¢oro-
l‘pa(bl/lﬂMH, KHHOCbHJle&lMH N MY3bIKaJIbHBIMH IIPOHUS3BC/ICHNUAMH.

ABTOpCKHME IpaBa - 9TO IpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTL Ha
NPOU3BEACHUS HAYKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHE [1paBa BLICTYIAIOT B
Ka4yecTBe rapaHTHH TOr0, YTO HHTEJUICKTYaJIbHbIH/TBOPYECKHI TPyl aBTopa He Oy-
JIeT HaIpacHbIM, JacT eMy CIpaBe/UIMBble BO3MOKHOCTH 3apaboTarh Ha pe3ylibra-
Tax CBOEro Tpy/la, MoJy4YuTh W3BECTHOCTh M NpusHanue. Hukro 6e3 paspeweHus
aBTOpa HEe MOXKET BOCIIPOU3BOAMTL €ro Mpou3BeleHue, pacipocTpatsaTh, myoauy-
HO ACMOHCTpHpOBaThb, IIpo/jasarb, UMIIOPTHUPOBaTh, IyCKarb B lIpoKar, ll)’GJlHHHU
UCIOJHATD, IOKA3bIBATL/UCIIONHATE B dQUpe WiK pasmeulars B Murepuere.

Wcnonb3zoBanue "nUpaTckoro” nporpaMMHoro obecrieyeHus MOKeT npuse-
CTH K MHOI'MM PpHUCKam: OT IIOTE€pPH JIaHHBIX K TBOMM aKKayHTam JI0 OJIOKMPOBKH
TBOEI'0 yCTPOWCTBA, I/le YCTaHOBJIeHa HeleraibHas nporpamva. He crour rakxke
3a0bIBaTh, 4YTO CYLIECTBYIOT JierajlbHble M OeclulaTHble IIPOIrpaMMbl, KOTOpBIE
MOJKHO HAMTH B CCTH.

O noprasne

CereBHYOK.p( - TBOM IVIaBHBII COBCTUMK B CETU. 3/1€Ch Thl MOKELIb Y3HATD
0 0e30MacHOCTH B CETH MOHATHBLIM M JOCTYITHBIM A3bIKOM, @ IIPH BO3ZHHKHOBEHHUH
KPUTHYECKOH CHTyallud OOpaTMThCs 3a COBETOM. A TAKXKE IPUHSATH Y4acTHE B
KOHKYpCax M CTaTh CaMbIM LHHU(PPOBBIM I'PAXKAaHUHOM !
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